
  

With a rapid increase of 
telecommuting, follow these
tips to help reduce threats

 

Back up data 
regularly, ensuring it’s  

 

encrypted to prevent 
critical business 
disruptions in case of 
ransomware attack

7 Tips to Protect your Business 
from the Risks of Remote Employees

Source: CyberScout

Set up a VPN
to encrypt data from 
being seen by third 
parties

Require use of 
encryption and WPA
(WiFi protected access) 
to secure networks

Password protect 
devices used by 
employees and third 
parties

Maintain Anti-Virus 
and Anti-Malware 
Software on all  
employer-supplied 
equipment and devices

Power down 
computers when not
in use to stop internet 
attacks or intrusions

Issue security policy
guidance and rules
reminders to reinforce 
best practices
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